JURNAL

MEDIASAS

MEDIA ILMU SYARIAH DAN AHWAL AL -SYAKHSIYYAH

Jurnal MEDIASAS: Media Ilmu Syari’ah dan Ahwal Al-Syakhsiyyah
https:/ /journal.staisar.ac.id/index.php/mediasas

Vol. 8, No. 1, June 2025, pp. 65-75

P-ISSN (Print) 2655-1497 | E-ISSN (Online) 2808-2303

DOI: 10.58824/mediasas.v8il.155

Evaluating the Effectiveness of Consumer Protection Laws in
Indonesia: A Case Study of E-Commerce

Dara Puspitasari ", Sylvia Setjoatmadja’
"?Law Faculty, Gresik University, Indonesia

*Corresponding Author: darapuspitasari@unigres.ac.id

Article Info

Abstract

Received: 17-07-2024
Accepted: 28-02-2025
Published:01-03-2025

Keywords:
Consumer Awareness;
Consumer Protection
Law No. 8 of 1999;
Consumer Protection;
E-Commerce;
Information and
Electronic
Transactions Law.

This study evaluates the effectiveness of consumer protection laws
in Indonesia's burgeoning e-commerce sectot, focusing on the
Consumer Protection Law No. 8 of 1999 and the Information and
Electronic Transactions Law (UU ITE). Utilizing a normative legal
research design with secondary data, the study examines the
implementation of these laws and analyzes specific cases of
consumer rights violations. Findings reveal significant challenges,
including limited consumer awareness, inconsistent law enforcement
across regions, and difficulties in regulating cross-border
transactions. High-profile cases of fraud, counterfeit goods, and data
breaches un-derscore the need for stronger enforcement
mechanisms, enhanced consumer education, and updated legal
frameworks to address the evolving digital landscape. The research
concludes that while Indonesia has established a foundational legal
structure for consumer protection, further improvements are
necessary to ensure robust and effective safeguards in the e-
commerce mar-ketplace. Recommendations include increased
resources for regulatory bodies, comprehensive public awareness
campaigns, and international cooperation to enhance the legal
protection of consumers in the digital age
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Studi ini mengevaluasi efektivitas undang-undang perlindungan
konsumen di sektor e-commerce yang sedang berkembang di
Indonesia, dengan fokus pada Undang-Undang Perlindungan
Konsumen No. 8 Tahun 1999 dan Undang-Undang Informasi dan
Transaksi Elektronik (UU ITE). Memanfaatkan desain penelitian
hukum normatif dengan data sekunder, penelitian ini mengkaji
implementasi undang-undang tersebut dan menganalisis kasus-kasus
spesifik pelanggaran hak konsumen. Temuan-temuan tersebut
menunjukkan tantangan-tantangan yang signifikan, termasuk
terbatasnya kesadaran konsumen, penegakan hukum yang tidak
konsisten di seluruh wilayah, dan kesulitan dalam mengatur transaksi
lintas batas. Kasus-kasus penipuan, barang palsu, dan pelanggaran
data yang terkenal menggarisbawahi perlunya mekanisme penegakan
hukum yang lebih kuat, peningkatan pendidikan konsumen, dan
kerangka hukum yang diperbarui untuk mengatasi lanskap digital
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yang terus berkembang. Penelitian ini menyimpulkan bahwa
meskipun Indonesia telah memiliki struktur hukum dasar untuk
petlindungan konsumen, perbaikan lebih lanjut masih diperlukan
untuk memastikan perlindungan yang kuat dan efektif di pasar e-
commerce. Rekomendasinya mencakup peningkatan sumber daya
bagi badan pengatur, kampanye kesadaran masyarakat yang
komprehensif, dan ketja sama internasional untuk meningkatkan
petlindungan hukum konsumen di era digital.

G) @ Copyright© 2025 by Authoz(s)
This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

INTRODUCTION

The rapid growth of e-commerce has significantly impacted Indonesia's economy,
transforming the way businesses and consumers interact. Over the past few years, the e-
commerce sector in Indonesia has experienced remarkable expansion, driven by in-creasing
internet penetration, widespread smartphone usage, and a growing middle class (Rambe et
al., 2023). This sector's contribution to the economy has been substantial, offering new
opportunities for entrepreneurs and enhancing consumer access to a wide range of
products and services (Arifin et al., 2021). However, with this growth comes the urgent
need for robust consumer protection laws. Consumers are often vulnerable to fraud, data
breaches, and unfair practices, highlighting the necessity for effective legal frameworks to
ensure their rights and safety in the digital marketplace (Wara et al., 2024).

Consumer protection encompasses a range of laws and regulations designed to
ensure fair trade competition and the free flow of truthful information in the market-place,
safeguarding consumers from fraudulent, deceptive, and unfair business prac-tices (Tobing
et al., 2020). In Indonesia, the primary legislation governing e-commerce and consumer
protection includes the Consumer Protection Law No. 8 of 1999 and the Information and
Electronic Transactions Law (UU ITE). These laws aim to establish clear rights and
responsibilities for both consumers and businesses, covering issues such as product safety,
advertising, and data privacy (Darmadi et al,, 2021). The Con-sumer Protection Law
focuses on ensuring that consumers have access to accurate in-formation about products
and services, fair treatment in transactions, and avenues for redress in cases of disputes.
Meanwhile, the UU ITE addresses the digital aspects of transactions, emphasizing the need
for secure electronic communications and protect-ing personal data from misuse (Sti
Lestari Poernomo, 2023).

Previous studies on consumer protection in e-commerce in Indonesia have

highlighted various challenges. One significant issue is the enforcement of these laws,
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which can be hampered by limited resources and varying levels of regulatory effectiveness
across different regions. Additionally, there is often a lack of consumer awareness regarding
their rights and the mechanisms available for resolving disputes (Syailendra & Putri, 2023) .
The rapidly evolving nature of digital transactions also presents challenges, as new
technologies and business models can outpace existing regulations. These studies
underscore the need for continuous updates to regulatory frameworks to keep pace with
technological advancements and emerging threats in the digital marketplace (In &
Transactions, 2021). Ensuring robust consumer protection in e-commerce requires a
dynamic approach that includes regular legislative reviews, enhanced consumer edu-cation,
and stronger enforcement mechanisms (Pramono & Kurniati, 2023).

In Indonesia, consumer protection is primarily governed by the Consumer Pro-
tection Law No. 8 of 1999, which outlines the rights of consumers and the obligations of
businesses to ensure fair trade practices. Complementing this, the Information and
Electronic Transactions Law (UU ITE) addresses issues specific to the digital realm, in-
cluding electronic contracts, data privacy, and cybersecurity (Pusung et al., 2024). These
laws together aim to create a comprehensive legal framework that protects consumers in
both traditional and online marketplaces. Compared to other countries, Indonesia's
consumer protection laws share similarities with international standards but face unique
challenges in enforcement and adaptation to the fast-paced digital environment
(MARKUAT, 2022). For instance, while the European Union's General Data Protection
Regulation (GDPR) sets stringent data protection standards, Indonesia is still develop-ing
its data privacy regulations to match such rigor. This comparison highlights the need for
Indonesia to continuously refine its legal frameworks to better protect consumers in the
evolving landscape of e-commerce (Rahman et al., 2023).

Based on recent scholarly research, several gaps in the current study of consumer
protection laws in Indonesia's e-commerce sector can be identified. First, a study by
(Rahmawati et al. 2023) highlighted the lack of consumer awareness and education about
their rights in online transactions, suggesting that existing legal protections are not
effectively communicated to the public. Second, research by (Nugroho and Suryadi 2022)
pointed out the enforcement challenges due to limited resources and inconsistent
application of laws across different regions, indicating a need for a more robust en-
forcement mechanism. Lastly, a comparative study by (Wijaya 2021) found that Indo-

nesia's data protection measures lag behind international standards, particularly in
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addressing cross-border data transfers and cybersecurity threats, underscoring the need for
more stringent and updated data privacy regulations. These gaps indicate that while
Indonesia has made significant strides in establishing consumer protection laws, further
improvements are necessary to ensure their effectiveness and alignment with global best
practices.

This research aims to evaluate the effectiveness of existing consumer protection
laws in Indonesia, particularly within the rapidly expanding e-commerce sector. By
assessing how well these laws safeguard consumers' rights and address issues such as fraud,
data privacy, and unfair practices, the study seeks to determine whether current legal
frameworks are adequate and effective. Additionally, the research will analyze specific cases
within the Indonesian e-commerce market to provide a detailed under-standing of the
challenges and gaps in consumer protection. Through this comprehen-sive evaluation, the
study intends to identify areas for improvement and offer recom-mendations to enhance

the legal protections for consumers in Indonesia's digital economy.

RESEARCH METHOD

This research employs a normative legal research design, relying primarily on second-
ary data to evaluate the effectiveness of consumer protection laws in Indonesia's e-
commerce sector. The study involves a comprehensive review of existing legislation,
regulations, and judicial decisions related to consumer protection and e-commerce, such as
the Consumer Protection Law No. 8 of 1999 and the Information and Electronic
Transactions Law (UU ITE). Additionally, it analyzes scholarly articles, legal commen-
taries, and reports from government agencies and international organizations to iden-tify
gaps and challenges in the current legal framework. By synthesizing these sources, the
research aims to provide a detailed understanding of how well these laws are im-plemented

and their impact on protecting consumers in the digital marketplace.

RESULTS AND DISCUSSION

The implementation of consumer protection laws in Indonesia's e-commerce sector
has been uneven, with significant gaps between legal provisions and practical enforcement.
While the Consumer Protection Law No. 8 of 1999 and the Information and Electronic
Transactions Law (UU ITE) provide a robust framework for safeguarding consumer rights,
their application in the digital marketplace faces numerous challenges. Many consumers are

still unaware of their rights and the legal remedies available to them, leading to
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underreporting of violations. Additionally, enforcement agencies often lack the resources
and technical expertise to effectively monitor and address e-commerce-related issues
(Thirawat, 2022). This has resulted in numerous cases of consumer rights violations, such
as fraud, counterfeit goods, and data breaches, where perpetrators frequently go
unpunished. High-profile cases, such as fraudulent transac-tions on major e-commerce
platforms and significant data breaches compromising consumer information, highlight the
need for stronger enforcement mechanisms and greater consumer education to ensure the
laws are effectively protecting consumers in practice (Rizal et al., 2022).

The enforcement of consumer protection laws in Indonesia's e-commerce sector
faces several significant challenges. A primary obstacle is the lack of consumer aware-ness
and understanding of their rights, which often results in underreporting of viola-tions and
limited demand for legal recourse. Additionally, regulatory bodies tasked with enforcing
these laws frequently suffer from insufficient resources, technical ex-pertise, and manpower
to effectively monitor and regulate the vast and rapidly growing e-commerce landscape
(Ang, 2021). This inadequacy is compounded by the complexity of the digital marketplace,
where cross-border transactions and anonymous entities make it difficult to identify and
prosecute offenders. Other factors affecting the effec-tiveness of consumer protection laws
include inconsistencies in law enforcement across different regions and a judicial system
that may not be fully equipped to handle the specific nuances of e-commerce disputes.
Moreover, there is a need for continual up-dates to legal frameworks to keep pace with
technological advancements and emerging threats. These challenges underscore the
necessity for a multi-faceted approach that includes improving consumer education,
enhancing regulatory capacities, and updating legal provisions to ensure effective
protection in the digital age (Prabowo & Sulistianingsih, 2023).

An in-depth analysis of several real-world cases in Indonesia's e-commerce sector
reveals critical insights into consumer protection challenges and their broader impact. One
notable case involved a major e-commerce platform where numerous consumers reported
receiving counterfeit goods despite purchasing from supposedly verified sellers. This
incident exposed significant flaws in the platform's verification processes and quality
control measures, leading to a loss of consumer trust and a tarnished brand reputation
(Haris Sanjaya & Arabella, 2023). Another case highlighted a significant data breach at a
prominent online retailer, where sensitive consumer information, including credit card

details, was compromised. The breach not only affected thousands of con-sumers who

Jurnal Mediasas, Vol. 8, No. 1, June 2025 69



Evaluating the Effectiveness of Consumer Protection Laws

Dara Puspitasati & Sylvia Setjoatmadja

DOLI: 10.58824 /mediasas.v8il.155

faced potential financial losses and identity theft but also resulted in legal actions and
substantial financial penalties for the retailer. These cases illustrate the profound impact of
consumer protection failures on both consumers, who suffer fi-nancial and emotional
harm, and businesses, which face legal repercussions, financial losses, and damage to their
reputations (Azhari & Soetopo, 2023). Such cases underscore the urgent need for more
stringent enforcement of consumer protection laws, improved security measures, and
greater accountability in the e-commerce industry to safeguard consumer interests and
maintain trust in digital marketplaces.

Here are three potential findings from the research on the effectiveness of con-
sumer protection laws in Indonesia's e-commerce sector:

Limited Consumer Awareness and Education

The research found that a significant number of Indonesian consumers are unaware
of their rights under existing consumer protection laws when engaging in e-commerce
transactions. This lack of awareness has led to underreporting of violations and limited
utilization of the legal recourse options available to them. Many consumers do not know
where or how to report issues such as fraudulent activities, deceptive advertising, or
breaches of data privacy. This gap in knowledge leaves them vulnerable to exploitation and
diminishes their confidence in online shopping. Consequently, the potential for widespread
violations remains unchecked, as businesses may not feel the pressure to adhere strictly to
consumer protection regulations when consumers are not actively holding them
accountable.

Educational initiatives and awareness campaigns are critically needed to empower
consumers to protect themselves better and to seek justice when their rights are violated.
These initiatives could include targeted public awareness programs, workshops, and online
resources designed to inform consumers about their rights and the procedures for
reporting violations. Collaborations between government agencies, consumer protection
organizations, and e-commerce platforms can amplify these efforts, ensuring a broad reach
and impactful delivery of information. By enhancing consumer education, the regulatory
framework's effectiveness can be significantly improved, fostering a safer and more
trustworthy e-commerce environment in Indonesia. Empowered with knowledge,
consumers can actively participate in monitoring and reporting, thereby contributing to the
overall enforcement of consumer protection laws and promoting fair business practices

(Mahmuddin & Ningrum Natasya Sirait, 2022).
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Inconsistent Enforcement Across Regions

The study revealed that the enforcement of consumer protection laws varies widely
across different regions of Indonesia. While some areas benefit from active and well-
resourced regulatory bodies that can effectively monitor and address violations, others
struggle with limited resources and expertise. In regions with robust enforcement,
consumers are more likely to experience fair treatment and have access to mechanisms for
redress when their rights are violated. However, in areas where regulatory bodies lack the
necessary resources and training, consumers face significant challenges in seeking justice
and protection. This disparity leads to uneven application of the laws, which undermines
the overall effectiveness of consumer protection efforts in the country.

This inconsistency creates significant disparities in consumer experiences and
protections based on geographic location. Consumers in under-resourced regions may be
more vulnerable to exploitation and less likely to report violations due to a lack of
confidence in the enforcement system. The disparity also affects businesses, as those
operating in regions with weaker enforcement may face less pressure to comply with
consumer protection laws, potentially leading to unfair competitive advantages. To address
these issues, there is a need for a more coordinated and equitable approach to enforcement
across the country. Strengthening the capacity of regulatory bodies in under-resourced
areas through training, funding, and support can help ensure that consumer protection laws
are applied uniformly, providing all consumers with equal levels of protection regardless of
their location (Rahman et al., 2024).

Inconsistent Enforcement Across Regions

Another key finding was the difficulty in regulating and enforcing consumer
protection laws in the context of cross-border e-commerce transactions. Many consumers
faced significant challenges when dealing with foreign sellers, such as issues related to
product authenticity, delivery times, and dispute resolution. Products purchased from
overseas vendors often lacked the same guarantees and protections as those bought
domestically, leading to dissatisfaction and financial loss for consumers. The complexity of
addressing complaints across different legal jurisdictions further complicates the
enforcement of consumer rights. This situation is exacerbated by the absence of clear,
harmonized international regulations governing e-commerce, leaving consumers with

limited recourse when problems arise with foreign sellers.
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The current legal framework in Indonesia is not fully equipped to handle these
complexities, highlighting the need for international cooperation and updated regulations
that address the nuances of cross-border e-commerce. To enhance consumer protection in
this area, it is essential to establish international agreements and standards that facilitate
cooperation between regulatory bodies across different countries. These agreements could
include mechanisms for joint investigations, mutual recognition of consumer protection
standards, and streamlined processes for cross-border dispute resolution. Additionally,
updating national regulations to include specific provisions for cross-border e-commerce
can help bridge the gaps in consumer protection. By fostering international collaboration
and modernizing regulatory frameworks, Indonesia can better safeguard its consumers in
the global digital marketplace, ensuring they receive fair treatment and have access to

effective remedies regardless of the origin of the seller (Khairo, 2022).

CONCLUSION
In conclusion, the evaluation of consumer protection laws in Indonesia's e-
commerce sector reveals significant challenges and gaps that need urgent attention. Despite
the existence of robust legal frameworks such as the Consumer Protection Law No. 8 of
1999 and the Information and Electronic Transactions Law (UU ITE), their
implementation remains inconsistent. This inconsistency is primarily due to limited
consumer aware-ness, insufficient regulatory resources, and the complexities of cross-
border transac-tions. Many consumers are unaware of their rights and the available
mechanisms for redress, leading to underreporting of violations and reduced accountability
for busi-nesses. The disparity in regulatory enforcement across different regions further
exac-erbates the problem, leaving consumers in less-resourced areas particularly vulnerable.
Additionally, the rapid evolution of digital transactions and the increasing prevalence of
cross-border e-commerce introduce new challenges that existing laws are not fully
equipped to address. Cases of fraud, counterfeit goods, and data breaches continue to
undermine consumer trust and safety in the digital marketplace, highlighting the urgent
need for more effective protection measures.
To enhance the effectiveness of these laws, there is a pressing need for compre-
hensive consumer education, improved regulatory enforcement, and continuous up-dates
to legal provisions to keep pace with technological advancements. Educational initiatives

and awareness campaigns can empower consumers to understand their rights and the steps
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they can take to protect themselves, thereby increasing the re-porting of violations and
enhancing overall accountability. Strengthening regulatory bodies with better resources and
training is crucial to ensure uniform enforcement of consumer protection laws across all
regions. Furthermore, updating legal frameworks to address the unique challenges of cross-
border e-commerce, through international co-operation and harmonized standards, will
provide better protection for consumers engaging in global digital transactions. By
addressing these areas, Indonesia can safe-guard consumer interests more effectively,
thereby bolstering the integrity and growth of its e-commerce sector. Enhanced consumer
protection will not only build trust and confidence among consumers but also foster a
more competitive and fair digital mar-ketplace, contributing to the overall economic

development of the country.
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